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Albatross saves ship from Antarctic doom

Captain Kkills albatross... Umm, what?!?

Crew blames Kkilling for various misfortunes
but they flip-flop a few times

Then they all die (one at a time)

Captain lives with the burden of an
“albatross around his neck”

Don’t let log evidence be
your forensic albatross!
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Relevance to
Network Forensics

Network forensics often lacks long-term evidence archive:
pcap, NetFlow, etc may be limited in time or scope (if available!)

We seek Artifacts of Communication to complete observations

These artifacts often come in the form of log data

Many platforms

Multiple observation points

Managing lots of sources and formats can be a challenge!
SANS ©2014|
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Reasonable rsyslog.conf

SActionFileDefaultTemplate RSYSLOG TraditionalFileFormat
Stemplate smsTemplate, "$TIMESTAMPS $HOSTNAMES$ $%$syslogtag% %$msg%"
SModLoad imklog

SModLoad imuxsock

kern. 'notice /var/log/messages
* info;mail.none;authpriv.none;cron.none /var/log/messages
* . info;mail .none;authpriv.none;cron.none ClJ2.100.1UV.0

authpriv. *
authpriv.=warning
authpriv. ¥ @splunkserver.starklabs.com

.emerg 5
.emerg @192.168.100.5

.emerg Aerntlianbeoarerar cd+asrl]lalhhe ~A~Am
.emerg ~/usr/local/bin/sms send.py;smsTemplate

mail.* /var/log/maillog
cron.* /var/log/cron

local?. /var/log/dhcp.log

local?. @splunkserver.starklabs.com
locals3. /var/log/named. log

localsé. /var/log/clamd scans.log



http://splunkserver.starklabs.com

Same Configuration,
Visualized

/var/log/messages
kern.!notice
*.info;mail.none;authpriv.none;cron.none<-

authpriv.* . /var/log/maillog

Ivar/log/secure

/var/log/cron

/var/log/dhcp.log

/var/log/named.log

Ivar/log/clamd_scans.log

/usr/local/bin/sms_send.py
“~--»[@ Consoles and login sessions
— » Write to normal file

» Network (UDP/514)

—_———— % Command execution
» wall(1) to all terminals

192.168.100.5 splunkserver.
starklabs.com
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Each Camp Might
Play Well With Others

Infrastructure Devices

Firewall

— = — =P syslog Protocol

Microsoft Eventing
Subscriptions

Database Emai
Server Server

Linux Systems

Windows Servers

Server

WIinNT  Win2k 2003

WinNT  Win2k ~ Win7

Windows Workstations

Server
2008

Win8

SANS ©201

————




Double-Edged Sword...

The ubiquity of Iog data can be a HUGE ASSET to the
forensicator .. X

...except when it’s the
blggest headache you
could ever imagine!
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(1 Distributed log storage = distributed analysis
[1 Best case: Collect from far and wide

] Inefficient use of analysts’ time

[1 Correlating can be difficult

1 Multiple log formats require multiple tools

SANS ©2014|
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Live Log Aggregation Wins!

Prevent attackers covering tracks

Multiple simultaneous analysts/functions

Centralized analysis, distributed data sources

Track event across the environment

Correlate event from multiple vantage points

Just like paper printer for badge/keypad door

e
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Aggregate to Forensicate
(Otherwise, Frustrate)

Built-ins: rsyslog, syslog-ng, MS Eventing 6.0
SIEMSs: Arc Sight, Trustwave, Tenable

Pure aggregators: ELSA, Splunk,




Free, open-source: http://logstash.net

Developed at Dreamhost

Made to scale huge

Now part of Elasticsearch

Kibana web frontend ,,.,

Great developer and community support u

SANS ©2014|
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Logstash at a Glance (1)

Extensive “grok” pattern-matching syntax

Test at http://grokdebug.herokuapp.com
Can operate on standalone system or in larger hierarchy

LOTS of inputs: Files, syslog via network socket, NetFlow, Twitter,
IMAP, SNMP, named pipes, more

Filter inputs to match relevant fields

Many outputs: E-mail, pagers, file, search database, HTTP JSON
___SANS ©2014|
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Logstash at a Glance (2)

] Not a SIEM, but similar to how forensicators tend to use SIEMs
[1 Crazy-simple installation

(1 Source, apt-get, YUM

[1 FOR572 distributes VMware image, incl. config file & relevant parsers

[1 README and MD5/SHA256:
http://bit.ly/for572-1logstash-readme

1 Latest Kibana interface ROCKS

1 Configure/manage/save/share dashboard rows and panels

——
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~nil FOR572 Ex-4.3 Dashboard

No filters available
©

I B T esbasedleventhistogram

I SOURCE SYSTEMS

DOCUMENTS
Flelds O

/ Current (0)
Type to filter...

Eield]Eist

Searchlquenyl(Apachellucene)
Datalfilters]

0O & 4+ x SOURCE SYSTEMS 0O & + x

Term Count Action

SOURCE PROGRAMS 0O & 4+ x

Dashboardldialslandiwidgetzyithings)

_source (select columns from the list to the left)

0 to 0 of 0 available for paging

Eventjtable]

0 to 0 of O avallable for paging

SOURCE PROGRAMS

Term

Count

Q+

0O & 4+ x

0O & 4+ x

O & 4+ x



Let’s Load Some Data

Load logs from a squid proxy server (syslog and squid-specific)

Caution: syslog doesn’t “do” years - must be inferred from
metadata! (Ex: FOR572 VM parses the year from directory tree)

$ cd /usr/local/logstash-ingest/
$ unzip ~/exercise source logs/proxy logs.zip
Archive: /home/ls user/exercise source logs/proxy logs.zip
creating: /proxy logs/
creating: /proxy logs/proxy/
inflating: /proxy logs/proxy/secure
creating: /proxy logs/proxy/squid/
inflating: /proxy logs/proxy/squid/access_log
inflating: /proxy logs/proxy/messages
inflating: /proxy logs/proxy/maillog

What happens next?




TIMELINE 0O & 4+ x
View » | @ *(8778) count per 1s | 6778 hits)

300
250
200
180
100
. |
0
15:30:00 16:00:00 16:30:00 17:00:00 17:30:00 18:00:00 18:30:00 19:00:00 19:30:00 20:00:00 20:30:00 21:00:00 21:30:00 22:00:00
SOURCE SYSTEMS 0O & 4+ x SOURCE SYSTEMS 0O & 4+ x SOURCE PROGRAMS 0O & 4+ x SOURCE PROGRAMS 0O & 4+ x
Term Count Action Term Count Action
proxy 6778 Qo squid 6405 Qe
Missing field 0 Qo kernel 264 Qe
Other values 0 ntpd 88 Qo
smartd 1 Qe
sshd 4 Qo
sendmail 3 Qe
Missing fleld 0 Q@
OOH IRREMNVIGRARHS! o
DOCUMENTS
Flelds O 0 to 100 of 500 available for paging
All (1) / Current (25) , _source (select columns from the list to the loft)
(Wit {'message": \'"GET http://dowjones. 112.207.net/b/ss/ciglobal, ws)/1/H.24.4/s79640043356921 7AQB=18vmh=om. dowjoneson. comumi=dowjones. 112.207.netaan:
O Stimestano 88ns=cowjonesipageName=WSJ_streaming_Latest %20Headlinesdgehttp¥%3AK2F%2Fstream. wsi.com¥*%2Fst. ..
0O @version {*message": "\"GET http://d.wg.net/public/resources mages/OD-AX419_SPF_G_20130805150607.|pg HTTP/1.1\" 200 48456 \"http://stream.ws.com/story/latest-he
8 - {"message”. "\"GET http://s.wsj.net/public/resources/images/M-BW375_MKTLED_G_20130604174739.jpg HTTP/1.1\" 200 72772 \"hitp://stream. wsj.convstory/lates
noax
O tvpe {*message”: "\"GET http://s.ws.net/public/resources/images/OB-XT678_Immirg_G_20130607151654.|pg HTTP/1.1\" 200 87619 \"nttp://stream.wsj.comv/story/latest-
O

host {"message”: "\"GET http://stream.wsj.com/sernices/streanySS-2-63399/5S-2-248602/DESC/ HTTP/1.1\" 200 41663 \"hitp://stream. ws.com/story/latest-headines/SE

This is a FOR572-specific dashboard, but you can create
and share row/panel layouts that best suit your needs

SANS ©2014
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w

173000 180000 183000

{"'message®™: "\"GET http://b.scorecardresearch.comyp?c1=85c2=60350828c3=0 HTTP/1.1\" 200 418 \"nttp/Avww.fomews.:
View: Table / JSON / Raw

Action
Qo &
QoM
QQ i
Qo i
Q Q i
Q @ i
QQ &
Q@ &

Value
2013-06-08716:31:08.000Z

1

IewXTcUgQazTOdYI-8pA m
logstash-2013.08.08 m
sysiog

proxy

0.0.0.0

*GET http://b.scorecardressarch.conyp?c 1=88c2=60350828c3=0 HTTP/1.1° 200 418 "nttp
Safarl/537.36" TCP_MISS:DIRECT

/uarfiocalflogstash-ingest/2013/proxy_logs/proxy/squid/access_log

2014-04-17 18:27:36 UTC

418

10.3.50.54

nttp: /b, scorecardresaarch. convp?c 1=88c 260350028030

D.scorecardressarnch.com

GET

http:/Awww. toomaws. comyataticAvallmtmi/ad-ir. htmi Zid=tramea 1 -300:2S08ns=r ED('I.‘,‘(JOMT‘.
P2c1=88C2=60350925c3=0

200

Mozilla/5.0 (Windows NT 6.1; WOWS4) AppleWebKit/537.36 (KHTML, ncoueqcmnr

-

Jun 8 12:31:09 2013
got_sysiog_timestamp,got_path_year,got_sysiog_host,got_sysiog_program,got_squid_acce

Q @ & sysiog

time must

field : @timestamp

from : "2013-06-08T16:08:02.452Z"
to : "2013-06-08T717:02:52.401Z°

ENIUSTIT e agu T

418 re/excluc

10.3.50.54
mxp;W.memr@Mﬂczmxmzmz-o

D.scorecardresaarch.com

GET

nttp:/Awvww . foomaws. conystaticAvailmtmi/ad-ir. ntmi 72id=trama 1 -30X
P2c1=88C2=60350925c3=0

200

Moziila/5.0 (Windows NT 6.1; WOWB4) AppleWebKIt/537.36 (KHTN

nsan

FieldTilter

field must
field : squid_client
query : "10.3.59.54"



® squid_client:"10.3.59.52" @ squid_client:*10.3.59.53" ® squid_client:*10.3.59.54" Q+

TIMELINE

Jew » | @ squid_client:*10.3.59.52" (1315) @ squid_client:*10.3.59.53" (3815) @ squid_client:*10.3.59.54" (1028) count per 1s | (6158 hits)
150

125

100

75

SR T T R A (T T

16:22:00 16:24:00 16:26:00 16:28:00 16:30:00 16:32:00 16:34:00 16:36:00 16:38:00 16:40:00 16:42:00 16:44:00 16:46:00

Multiple queries are color-coded on histogram = Quick
visual pattern recognition

Web proxy activity time frame per client

Earliest/latest occurrence of activity within data set

Trends and peaks/valleys over time

SANS ©2014|
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Load Even More Data

Windows clients (via SNARE), DHCP, DNS, Firewall, etc.

cd /usr/local/logstash-ingest/
unzip ~/exercise source logs/commonuse windows logs.zip

unzip ~/exercise source logs/muse logs.zip

unzip ~/exercise source logs/fw-router logs.zip




® dhcp_hwaddr:"08:00:27:df:33:6d"

field : dhcp_messagetype
query : "DHCPACK"

zex ©

O dhcp_hwaddr:"08:00:27:ad:38:ca"

O dhcp_hwaddr:"08:00:27:¢9:40:4f" Q ¥

TIMELINE 0O & 4+ x
View » | @ dhcp_hwaddr:"08:00:27:0f:33:6d" (50) count per 1s | (50 hits)
2.5
2.0
1.5
1.0
0.0
16:00:00 16:30:00 17:00:00 17:30:00 18:00:00 18:30:00 19:00:00 19:30:00 20:00:00 20:30:00 21:00:00 21:30:00 22:00:00
B on
IdentifylDHCRIclientfassignmentibylIMACIaddress
DOCUMENTS + x
Flelds O 0 to 50 of 50 available for paging
All (1) / Current (19) @timestamp « dhep_hostname « dhep_hwaddr » « dhep_ip
| Type to filter... 2013-06-08T19:45:12.000Z floor2-PC 08:00:27:0:33:6d 10.3.59.53
~ _ 2013-06-08T18:45:11.000Z floor2-PC 08:00:27:01:33:6d 10.3.59.53
8 @version 2013-06-08T18:15:11.000Z floor2-PC 08:00:27:0f:33:6d 10.3.59.53
d
O index 2013-06-08T16:58:23.000Z 08:00:27:0f:33:6d 10.3.59.53
O _type 2013-06-08T16:45:15.000Z floor2-PC 08:00:27:0f:33:6d 10.3.59.53
g = 2013-06-08T16:40:59.000Z 08:00:27:0f-33:6d 10.3.59.53
~ _ 2013-06-08T16:14:49.000Z floor2-PC 08:00:27:01:33:6d 10.3.59.53
O dhcp_messagetype 2013-06-08T20:45:12.000Z floor2-PC 08:00:27:0f:33:6d 10.3.59.53
O host
e — 2013-06-08T18:17:18.000Z 08:00:27:01:33:6d 10.3.59.53
O message 2013-06-08T18:15:11.000Z floor2-PC 08:00:27:0f:33:6d 10.3.59.53
O path A4 AL AT AF. 40 Y O N YT o bl 9 Bl 4N EAEN



But how does this apply

to a broader data set?




TIMELINE

View » | @ dns_query:*.co.cc (7) @ squid_host:*.co.cc (18) count per 1m | (28 hits) m

N & OO0 @

16:31
06-08

201306~
08716:31:44.0002

2013-06-
08716:31:50.0002

2013-06-
08716:31:54.000Z

2013-06-
08T16:32:43.000Z

2013-06-
08716:32:48.000Z

2013-06-
NAT1R-32-52 NON7Z

2013-06-
08T16:33:12.000Z
2013-06-
08T16:33:54.000Z
2013-06-
08T16:33:54.0002
2013-06-
08T16:33:55.0002
2013-06-
08T16:33:56.000Z
2013-06-
08T16:33:58.000Z
2013-06-
08T16:35:58.000Z
2013-06-
08T16:37:58.000Z

2013-06-
08716:39:58.0002

2013-06-
08T16:40:58.000Z

P . T .7

16:32
06-08

« dns_cllent »
10.3.50.53

10.3.16.11

10.3.50.53

10.3.59.53

10.3.58.63

10.3.50.53

10.3.16.11

16:33
06-08

16:34
06-08

< dns_query *

download. taxdorms. usa. gov.ccmktiejgpa.co.c...

download. taxionms. usa. gov.cemktiejgpa.co.c. ..

Hilnedreq

download. taxdorms. usa.gov.ccmktiejgpqg.co.c...

TP e

download. taxionms. usa. gov.cemktiejgpa.co.c...

meR o Gellowing 7S

.a,...
2]
@3
ad
b/l
cil
dit

0.3

B

53

10.3.59.53

10.3.50.53

10.3.59.53

10.3.59.53

10.3.58.63

FT. .. .8 4.

 E—
16:36 16:37 16:38 16:39
06-08 06-08 06-08 06-08

0 to 28 of 26 avallable for paging
« squid_host »

download. taxdorms, usa. gov.cemktiejgpq.co.c...

download. taxforms. usa. gov.ccmktiejgpg.co.c...

g igskajgfsigm.co.cc

Prammma VRSN TV TN W TRSSNUUDUUSS

O & 4+ x

proxyldolDNSlicokuplenffirshostnamelreq’

16:40 16:41 16:42 16:43 16:44
06-08 06-08 06-08 06-08 06-08
0O & 4+ x
L M m » 4 M w » 1 M m
1axdocs, exn 4133241 Mozilia/5.0
(Windows NT 6.1;
WOWS4) A...
2014_tax_schedules.paf 6048145 feevill 18b
checkin/? 302 feevill 18¢c
nOdeID=7a%3ABMEIABAHIABZHIABIHIAE. ..
cmadreqy/ 403 feowvil 18¢
cmd/?7c=0orders 309 foovil 18¢
cmd/?c=orders 309 feovil 18c
cmd/?c=orders 309 feevil 18¢
cmd/7c=orders 308 feevil 18¢
cmd/7c=0rders 367 foovil 18¢

e BB L o ol

FaTaTs) e asdk 480



® arc_x103.50.53 ® dra_query:*.cocc aquid_cllent:10.3.50.53 AND squl Q ¥

TIMEUINE 0O 0O 4+ x
Vow = | @ arc_px10.3.50.53 (11) @ ona_guery:*.co.cc (7) § aquia_clent: 10.3.50.53 AND aquid_host:*.co.ce (1) count por im | (37 hitg)
GBars BlUnes 8 Swack B Percent 8 Legend WFII

125

10.0 {

15

5.0

25 | |

0.0
nmN %32
oe-08 0508

16:30

10:33 1034 %3S 6:30 037 &3 a3 0:40 0:44 54s
0608 0608 oe-08 0508 0608 o608 0508 0508 0608 0e-08 0508 0508 0608 0508
SOURCE SYSTEMS 0O 0 4+ x SOURCE SYSTEMS 0 0 4+ x o + SOURCE PROGRAMS 0o © %
Term Court Action Term Count Action
proeey 19 Qe wua 19 Qe
L " Qe aened n" Qe
muse 7 Qe named 7 Qe
Mazzing teid 0 Qe Mzmng teid Qo
Othor valuoa 0 Other values 0

Add a search for any firewall blocks from the client IP...

BUT WHAT DOES IT ALL MEAN?!

SANS ©2014




Gtimestamp ~ »

2013-05-08716:31:44.000Z
2013-06-087T16:31:50.000Z
201305-08718:31:54.000Z
2013-08-08718:32:43.0002
2013-08-08716-32:48, 0002
2013-06-08716:32:52.000Z
2013-05-08716:33: 12.000Z
2013-05.087T16:33:12.000Z
2013-0808716:33:15.000Z
2013-08-08716:33:21, 0002
2013-06-06716-33:33, 0002
201 3-06-08710:33:20.000Z
2013-05-08716:33:42.000Z
2013-05.087T16:33:54.000Z
2013-08-08716:33:54.0002
2013-068-08716:-33:55. 0002
2013-06-08716-33:56. 0002
2013-00-08710:33:58.000Z
2013-05-08716:35:06.000Z
2013-0508716:35:22.000Z
2013-08-08718:35:25.000Z
2013-06-08716:35:58. 000Z
2013-08-08716:37: 10.000Z
2013-06-08716:37: 13.000Z
2013-05-08716:37:58.000Z
2013.05.08716:30:58.000Z
2013-08-08716:40:50.000Z
2013-06-06716:40:56. 000Z
2013-06-08716:41:28,000Z
2013-06-08716:41:28.000Z
2013-05-08716:42:00.000Z
2013-0508716:42:08.000Z
2013-08-08716:42:33. 0002

WMLARARTIR 299 (Y

terc lp

10.3.59.53

10.350.53
10.350.53
10.3.50.53
10.3.599.53
10.3.58.50

10.3.50.53
10.3.50.83
10.350.53

10.3.98.53
10.3.59.50

“dst lp

150.40.151.44

198.48.151.44
1968.46.151.44
166.46.151.41
1650.46.151.41
186.46.151.41

72444720
T2.44.4T 20
T2.44.4T.20

72444120
72444720

¢dddsd 4

¢d 94d4d

17824

1724
1724
17eee
17a24
17924

« dns_cllentt

103.58.53

10.3.16.11

10.3.50.53

10.3.50.53

10.3.56.53

10.3.56.53
10.3.16.11

0 10 37 of 37 svalable ©or paging

« dns_query »

plarghbrowahigk.co.co

Qrigakajgiiqm.co.ce

« aquid_clent »

1035053
10.359.53
10.3.59.53

1035053

10.3.50.53
10.3.50.53
10.3.50.53
1035053
10.3.59.53
10.3.58.50
10.3.58.53
10.3.50.53
10.3.50.53

ALE R N1

« ncuid_host »

e G Rdewn

0o 0 % x

CHRCKININOCHID=T 3 HIABIRIASTINS.,
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DNS lookups and 2x proxy downloads

@timestamp ~ » <dns_client » «dns_query » « squid_client » ¢ squid_host »

2013-06-08T16:31:44.000Z 10.3.59.53 download.taxforms. usa.gov.ccmktiejgpqg.co.cc

2013-06-08T16:31:50.000Z 10.3.16.11 download.taxforms. usa.gov.ccmktiejgpq.co.cc

2013-06-08T16:31:54.000Z .3.59. download. taxdorms. usa.gov.ccmktiejgpg.co.cc
2013-06-08T716:32:43.000Z 10.3.59.53 download.taxforms. usa.gov.ccmktiejgpq.co.cc

2013-06-08T716:32:48.000Z 10.3.59.53 download. taxforms. usa.gov.ccmktiejgpg.co.cc  2014_tax_schedules. pdf

DNS lookup 2nd host, TCP/17924 to two IPs blocked

« dns_client » « dns_query » ‘<src_ip’ «dst_ip
2013-06-08T16:33:12.000Z 10.3.68.53 198.46.151.44
2013-06-08T16:33:12.000Z 10.3.50.53 plumghbrowahfgk.co.cc
2013-06-08T16:33:15.000Z 10.3.590.53 188.46.151.44 TCP
2013-06-08T16:33:21.000Z 10.3.58.53 188.46.151.44 TCP
2013-06-08T716:33:33.000Z 10.3.59.53 198.46.151.41 P
2013-06-08T716:33:36.000Z 10.3.598.53 198.46.151.41 TCP
2013-06-08T16:33:42.000Z 10.3.58.53 198.46.151.41

DNS lookup 3rd host, HTTP activity via proxy, TCP/843 to new
IP (Amazon EC2) blocked, further HTTP activity via proxy

Gtimestamp ~ «dns_cllent » «dns_qguery » « squid_cllent » <« squid_host » « squid_request » ‘tsrc_lip» «dst ip { proto » ¢ dst_port
2013-06-08T16:33:54.000Z 10.3.50.53 QYigekalgiEiqm. c0.CC

2013-06-08T16:33:54.000Z 10.3.16.11 QrigskajgiEiqm. c0.cC

2013-06-08T16:33:55.000Z 3. 950, . checkin/nodelD=Ta

2013-06-08T16:33:56.0002 ,3.50. .cc cmdreq/

2013-06-08T16:33: 58.000Z 3. 50, . cma/7c=orders

2013-06-08T16:35:06.000Z .58, 72.44.47. 21
2013-06-08T18:35:22.000Z .50, 72.44.47. 21
2013-06-08T16:35:25.000Z .58, 72.44.47.21
2013-00-08T16:35: 58,0002 10.3.56.50

2013-06-08T16:37:10.000Z .58, 72.44.47. 21
2013-068-08T16:37:13.0002Z .50, 72.44 4721
2013-06-08T16:37:58.000Z

2013-06-08T16:38:58. 0002

SRS 2013-06-08T16:40:50.000Z




Future Developments

Logstash can receive NetFlow Directly

http://www.rsreese.com/parsing-netflow-using-
kibana-via-logstash-to-elasticsearch

Or, parse existing NetFlow to text and ingest normally

Log2timeline/Plaso CSV output into Logstash 4

http://diftdisk.blogspot.com/2014/02/first-look-at- '
log2timeline-timeline-in.html
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Summary

[1 Lots of value in logs - especially in network forensics

[1 Ephemeral evidence and long-term investigation scope...
seek Artifacts of Communication

(1 Incorporate arbitrary data to a single analytic workflow
[0 See the whole picture in one tool

[1 Consider a “to-go” VM that can be used during investigation

1 Very little spin-up needed, consistent processes

[0 Gurrent FOR572 README, download link, MD5/SHA256:
http://bit.ly/for572-1logstash-readme

——
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